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1. Introduction to e-signing 

 

With signotec’s “signoSign/2” software, users can hand-sign electronic documents via 

a signature pad, upon which the documents can be directly integrated into further 

electronic workflows - without ever having to change formats. By incorporating the 

signed electronic documents into a DMS workflow, costs are reduced, processing and 

lead times are accelerated, and misuse is prevented. 

 

The application is suitable for virtually all business sectors, and thanks to its simple, 

intuitive user interface, it seamlessly integrates with existing systems. The document 

that was generated in your existing software environment is displayed on screen, the 

user signs it using the signotec signature pad, and the signature is digitally and se-

curely inserted into the document. 

 

Upon signing, characteristic detail data of the signature - such as writing speed and 

pressure - is securely stored in the document. This can later be verified by a handwrit-

ing expert, just like any handwritten signature. 

 

The transfer of data from the pad to the computer is encrypted, so it is not possible to 

spy on the biometric features of the signature. After confirmation, the “signoSign/2”-

signed document is automatically archived electronically and can be accessed at any 

time. The solution has been endorsed by an independent, court-certified handwriting 

expert, and the system has been certified by the TÜV testing and certification organi-

sation. The reliability of signotec signature pads, used in conjunction with “si-

gnoSign/2” software, has also been validated.  

 

In our hardware and software development, one of our biggest priorities is ease of 

use; users should be able to adapt the application to their individual requirements with 

just a few mouse clicks. “signoSign/2” incorporates all the positive traits of existing 

electronic signature applications and has further optimised these so that the signing 

process can be digitised as quickly as possible - regardless of the business sector the 

software is used in. 
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A handwritten electronic signature is particularly easy to implement since it is based 

on the well-known process of signing by hand. This creates a familiar and trustworthy 

situation for users. Card systems that make use of a PKI (Public Key Infrastructure) 

are complex and expensive to implement, and there is considerable resistance towards 

these systems. 

 

The signature has essential advantages over systems based on cards and PINs (Per-

sonal Identification Numbers): 

 
 

 The act of signing is a long-proven method for unequivocally declaring con-

sent. 

 Signing cannot be lost or forgotten. 

 Signing is always available and cannot be passed on to others. 

 A signature cannot be transferred. 

 A signature is never freely given without consent. 

 Signatures are the most accepted means of declaring agreement. 

 Signing a document is a highly familiar process and creates an emotional 

connection to the document. 

 The act of signing is a considered one and provides an opportunity for re-

flection. 

 

The biometric manual signature is not just about adding a simple image of the signa-

ture to the documents; rather, the signature can be linked to the document in a way 

that it makes it easier to reliably identify a forgery. Most importantly, signers can be 

authenticated using the biometric parameters that are provided during signing. It is 

possible to verify the documents at a later stage at any time. 

 

Electronic forms and documents featuring an electronic signature achieve considerable 

savings compared to conventional document processing. Significant cost reductions 

can be found in document printing, copying, scanning, storing and organising. Even 

during document capturing, printing and scanning are no longer required, as electroni-

cally-created and hand-signed documents can be saved directly to the archive. Such a 

level of process optimisation ensures long-term competitive advantages. 

 

Before the signing, index data and net data can be extracted from the PDF document. 

This data is useful for indexing and retrieving documents within an electronic archive. 

The net data can be passed on to downstream systems to aid further processing.  

 

There are several ways of placing a signature in a document, but with all of them, the 

user is automatically and reliably guided to the right spot. Documents do not need to 

be skipped through by the user in order to find the signature field. Every signature re-

quest is accompanied by a guide text, which states unequivocally who is required to 

sign. 

 

There is an optional feature for automatic online verification of the signature. This en-

sures the signatory’s authenticity at the point of signing.  
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The range of services furthermore includes features for document forwarding via 

email, and a resubmission and workflow management system (signoStore) for down-

stream tracking and processing. 

 

All of signoSign/2’s functions can also be implemented as API calls. Documentation for 

the “SignoAPI” programming interface is available separately. 

 

Please note that signoSign/2 is also available as a plug-in for MS Internet Explorer and 

Mozilla Firefox. The additional features of these plug-ins are described in the “si-

gnoSign/2/WEB” document. 
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2. The “signoSign/2” application 

 

The “signoSign/2” application is signotec’s solution for integrating personal signatures. 

Handwritten signatures are attached to electronic documents using a signature pad or 

a tablet PC. The handwritten signature is inserted directly into the electronic docu-

ment.  

 

The signature software processes valuable forensic data that serves as an equivalent 

to the handwritten content on paper. This process has been verified by an independent 

handwriting expert. It makes it possible to electronically capture signatures in a legally 

valid manner. The entered signature can be electronically checked against both signa-
tures on paper and other signatures entered via a pen pad. This prevents the signature 

from being misused and provides the same level of security as a paper-based signa-

ture. This has been verified by independent reports. 

 

Signotec’s “signoSign/2” application is designed for entering signatures into PDF doc-

uments. “signoSign/2” comes with signotec’s powerful “PDF Creator”. “PDF Printer” is 

a virtual PDF printer that can also be used to generate PDF/A-compatible PDFs, and 

“signoSign/2” is a program that allows sophisticated electronic signatures to be insert-

ed securely into PDF documents via a pen pad or a tablet PC. 

 

“signoSign/2” is a display program for PDF files. With this software, PDF documents 

can be viewed, navigated and printed. “signoSign/2” hence is an alternative PDF view-

er (featuring its own rendering engine and not requiring any Adobe components) with 

the additional option of adding a handwritten signature to documents via a pen pad or 

tablet PC.  

 

In contrast to Acrobat Reader, this software permits easy filling in and saving of 

PDF forms.  

 

The signotec PDF Creator can be easily integrated into existing systems via the 

printer interface. All that is required from your host application is the ability to print. 

The document to be signed is converted into a PDF via the supplied signotec “PDF 

Printer” and then automatically transferred to “signoSign/2”.  

 

Index data for archiving (order form number, account number, contract number, 

etc.) is automatically extracted from the PDF document, which greatly simplifies down-

stream processing. Users are reliably guided through the software and operating errors 

are eliminated. The software is easy and intuitive to configure.  

 

Solutions from signotec keep the recording of signatures as simple and secure as ever. 

Signatures are always recorded directly in the electronic document. 
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3. How does “signoSign/2” work? 

 

signoSign/2 consists of the signotec “PDF Printer” and the “signoSign/2” application itself.  

 

signoSign/2 can be used to process documents from any application that can print within 

MS Windows. Your main application simply prints to signotec’s PDF Printer, which creates a 

PDF in the background (no interaction required) to then transfer it to signoSign/2, where it 

can be viewed and signed. 

 

If your application can create PDF documents by itself, you can work without PDF Printer 

and transfer the documents directly to the signotec PDFDocIDLoader (signotecPDF-

DocIDLoader.exe). If your application cannot create PDFs, simply use the signotec PDF 

Printer.  

 

The PDFDocIDLoader is an essential component of signoSign/2. This program lets you enter 

signature fields, output index data, create file names (for example, the signoSign/2 “Ar-

chive” function can generate the PDF file name from a PDF number plus a time stamp or 

similar), and manage any number of document types. In addition, this program can be used 

to configure all the main features of signoSign/2. 
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4. Distinguishing features 

 

4.1. Digital signatures compatible with Adobe Acrobat 

 

signotec does not use any proprietary or manufacturer-specific format to create 

an electronic signature. Instead, signotec complies with the global Acrobat PDF 

standard. Electronic documents signed using signoSign/2 can be checked at any-

time, anywhere and by anyone without technical input.  

 

 

Display of the signature fields in signoSign/2: 

 

Display in Acrobat Reader: 
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4.2. Language selec-
tion  

 

signoSign/2 supports  

a wide range of lan-

guages. 

 

 

 

 

 

 

 

4.3. Printer preselection  
 

You can define multiple printers. Documents can 

be printed automatically on the specified printers. 

 

 

 

 

 

 

 

 

 

 

4.4. Creating document types  
 

Creating different document types is simple and very user-friendly. The applica-

tion uses document types to identify subsequent documents according to your 

specified criteria. 
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4.5. Definition of signature fields  
 

Defining signature fields and index criteria is made easy by the “Document Ad-

ministration” window. Here, you can specify the signature positions and index 

criteria for every document that is to be signed electronically. Important: The 

signature positions are not defined via constant coordinates but dynamically 

via texts contained in the document!  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The signature positions are simply selected by highlighting the corresponding 

words, such as “Customer signature”. It makes no difference if this text gets 

shifted by other contents of the document, or if it appears on different pages (as 

it would, e.g., in consultation minutes). 
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4.6. Free selection of the signature position using the mouse 
 

You can also select the signature area with the mouse by drawing a selection 

rectangle over the signature field. This is followed by a request to sign, and the 

signature is placed inside the selected rectangle. 
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4.7. Definition and processing of index data  
 

Index data is data that is required for automated downstream processing. This 

data may be contained in the file name or it may be provided as a separate in-

dex file. This could be an order slip number, service report number, request 

number, account or customer number, document type, name, etc. 

 

 All of a document’s contents can be read out and used for indexing. 

 Index data may be contained in the:  

 file name, 

 or in a separate index file. 

 The customer can freely define the formats and contents of an index file 

via variables: 

 XML 

 INI 

 TXT 

 Special files for various electronic archives 

 Files can be archived automatically, e.g. in folders for the current date. 
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4.8. Mail options 
 

signoSign/2 lets you automatically inte-

grate the signed documents into your 

processes. Without requiring any further 

time or input, the documents can later 

be forwarded to recipients specified by 

you in advance. The email address and 

other contents required for the message 

can be extracted from the document. 

 

 

 

 

 

 

 

 

 

4.9. Opening multiple documents 
 

Sometimes, a work-

flow step will require 

you to open several 

documents at the 

same time. In si-

gnoSign/2, even 

complex workflow 

processes can be 

displayed simply and 

transparently.  

 

 

 

 

 

 

 

 

4.10. Easy navigation 
 

As would be expected, signoSign/2 displays multi-page docu-

ments as easy-to-navigate thumbnails. Simply click these to ac-

cess them directly.  
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4.11. PDF form mode 
 

Much like Acrobat Writer, signoSign/2 can be used to fill in and save PDF 

forms. This does not require any additional Acrobat components. Expensive li-

censes for saving PDF forms are eliminated - this is great added value. 

 

 

 

 

4.12. Displaying PDF files:  

 Built-in rendering engine 

 Integrated form mode 

 Module available as a standalone “PDF OCX” 

 

4.13. MS Office plug-ins  
 

These plug-ins can be used with MS Office 2003 or higher. They are available for 

signoSign/2 as well as for “signoIntegrator” (another signotec product not de-

scribed here). 

 

Excel and Word 

2010: 

 

 

 

 

 

 

 

 

 

Excel and Word 

2007: 
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4.14. Customising the user interface 
 

The different menus of signoSign/2 can be customised very easily. Depending on 

your requirements, you can  

show or hide any of the individual functions. This way, user access can be re-

stricted to just those interface elements that are relevant to the current process. 

Additionally, administrator functions can be protected against unauthorised ac-

cess. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.15. signotec PDF Creator 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Extremely fast processing speeds (up to 20x faster than comparable printers) 

 Very small file sizes 

 Creation of PDF/A 1b-compliant PDF files 
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4.16. Webcam 
 

signoSign/2 is able to take a picture via an integrated or connected webcam, 

which can be attached to the document, which should be signed. Most important 

settings like the brightness, contrast, etc. can be adjusted. 

 

 

 
 

4.17. Scanner 
 

Via a WIA-compatible scanner a document like an ID-Card can be scanned and 

attached to the existing document. The resolution and the colour depth can be 

adjusted by signoSign/2. 
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5. signotec “signoSign/2”: Highlights 

5.1. Functionality 

 Automatic and dynamic signature positioning  

 Automatic printing 

 Printing to user-defined printers or standard MS Windows printers 

 Verification if all signature fields were signed 

 Checking for mandatory and optional signatures 

 Signature fields can be clicked for signing 

 Support for two simultaneous pads 

 Tab layout for displaying multiple documents 

 When not in use, the document is located in the system tray 

 Mouse selection is blockable 

 Filling in and saving of PDF forms  

 Shared resources for saving documents 

 Optional addition of date and time to signatures (multiple formatting op-

tions and colours) 

 Generation of XML return files with document status 

 Support for electronic archives 

 Support for dynamic forms  

 Automatic generation of index data  

 User-definable structure and format of the index file 

 Biometric data is stored within the document  

 Automatic email forwarding of documents over MAPI or SMTP  

 Email addresses can be extracted from documents 

 Automatic archiving  

 Automatic pad detection  

 Wide range of features for displaying (confirmation) texts and buttons on 

the pad 

 Protecting the configuration dialog and document type administration by 

user / password query 

 Document excerpts can be displayed on the pad 

 Import and export from the entire configuration 

 iPhone Plug-In. Use the iPhone as a signature device instead of the signa-

ture pad 

 Attach documents via a WIA-compatible scanner 

 Attach pictures via a connected webcam 

 Start of an external program with the signed document 
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5.2. Security 

 The software supports asynchronous keys (RSA) for encrypting biometric 

data and the document HASH. 

 

 In case of an Acrobat-compliant signature, the certificate can be selected 

globally or individually for each signature position.  

 

 The data transfer between signotec’s “Sigma” and “Omega” signature pads 

and the computer is encrypted. Surveillance of the signature’s forensic / bi-

ometric data is not possible.  

 For encryption and for the creation of HASH values, only the latest encryp-

tion algorithms recommended by the Federal German Network Agency are 

used. 

 

 

 

 

5.3. System environment and handling 

 Runs in a terminal server environment with ICA Client or Remote Desktop 

 Easy cloning of master configurations 

 “Silent” or “unattended” installation  

 MSI setup with editing of setup properties 
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6. Signature analysis 

For the verification of a signed document, i.e., an authenticity check of the contained 

signatures and a check for any document changes, the software can open an existing 

document or load a document from a connected archive system. In case the authentic-

ity of signatures cannot be fully ensured, the signatures in question are visually high-

lighted (strikethrough); if any document changes are detected, a corresponding alert 

message is shown. The signatures themselves can be checked against signatures from 

previously signed documents or from a pen pad. 

 

Signotec’s technology for recording individual signing characteristics has been tested 

by an independent handwriting expert. In relation to detailed graphical and forensic 

analysis, which is acceptable in court as a means of ascertaining authorship by com-

paring handwriting styles, our technology has been duly endorsed for such use and 

has even been found to be better than original signatures on paper! 

 

For this purpose, signotec provides a special application that was developed in collabo-

ration with handwriting experts. This program is 

exclusively available for expert users and re-

quires a non-disclosure agreement to be signed 

before shipping. 

 

Among others, the analysis program contains a 

3D comparison between the signatures. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For handwriting experts, the following graphs are of particular interest:  
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7. Notes on using signature pads 

 

7.1. Signature capturing criteria: 
 

There are a number of important criteria that apply when capturing a signature from a 

signature pad: 

 

a) Display of text and graphics on the signature pad: Excellent quality and reso-

lution are required so that all text (such as a declaration of consent) is easily legi-

ble. 

 

b) Digitising the signature: It is necessary for the signature to be measured very 

accurately and that the most precise technological data is generated. This applies 

to the pad’s sensor resolution, pressure stage capturing, and sampling rate. 

 

c) Data transfer security: A signature represents highly sensitive information. 

When a signature is digitised via a pad, its dynamic and biometric properties are 

automatically captured alongside the visible image. This means that as well as the 

image of the signature being analysed by itself, the biometric data can also be ana-

lysed in conjunction with the image. Because of this, it is crucial that the data 

transfer between the pad and the computer - and also the interface technology - 

cannot be monitored or tampered with in any way. 

 

 

 

7.2. Recommended signature pads 
 

signotec recommends using its proprietary “Sigma” and “Omega” LCD signature pads. 

This way, you have a single supplier for software and hardware, which guarantees the 

best possible compatibility and security. 

 

signotec’s “Sigma” and “Omega” pads are developed and manufactured by us in Ger-

many. This is good for the local labour market, and it also guarantees an excellent de-

gree of quality, security and ecological friendliness. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The data sheets for the pads are available separately. Descriptions can also be found 

on the Internet. 

  

http://www.signotec.com/internet/page.php?site=900000157&typ=2
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7.3. Hardware interface: HID USB 
 

 

signotec’s signature pads are “HID” interface pads. They are designed to work with 

Microsoft’s HID Class USB drivers, which are a standard component of the Windows 

operating system.  

 

One of the main advantages of this is that signotec signature pads do not require a 

separate USB device driver installation, as the pre-installed Windows driver can be 

used. This eliminates the kinds of issues that may arise with third-party drivers, e.g., 

when the USB port is changed. In such cases, non-HID devices may require the driver 

to be reinstalled. 

 

7.4. Hardware interface: Virtual/Serial 
 

For the signotec signature pads to be used in a terminal server/Citrix or Remote Desk-

top environment, the devices are fitted with an internal USB-to-Serial converter. 

...[Insert explanation from FAQ here.] 

 

7.5. Hardware interface: TCP/IP with external converter 
 

The HID USB devices can also be addressed via TCP/IP. With this configuration, the 

pads do not need to be connected directly to a computer. The signotec pads are con-

nected to the network via a special external converter and Ethernet. This way, multi-

ple computers can access the same pad. 

 

8. TÜV-tested security 

 

With signoSign/2 and the “Sigma” and “Omega” LCD signature 

pads, you receive a thoroughly secure system. The data trans-

fer between the pad and the computer is fully protected, and 

the signature as well as all its biometric properties are com-

pletely resistant to any kind of surveillance or interference. The 

signature is stored in the PDF without any possibility of tamper-

ing; misuse is reliably prevented by encryption algorithms that 

come recommended by the German Federal Network Agency. 

Within the PDF, the signature cannot be manipulated or misused in any way. This has 

been independently confirmed by an Information Technology expert from 

TÜV Saarland (Technological Inspection Association). 

 

 

 

 

Excerpts from the certification report: 

 

“Tests were conducted using software products that monitor and record USB data traf-

fic. During the tests, the tester was unable to extract any relevant, usable data from 

the recorded log files. 

 

Following a range of further tests, no data could be injected into the transfer paths. 

Tampering with signed .PDF files was picked up immediately and signalled clearly and 

explicitly. It should be noted that the tampering attempts were revealed and labelled 

accordingly not only by the signotec software but also by the “Acrobat Reader 9.3” 

software. This shows that any attempts of tampering are also detectable by commonly 

used software products. 
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The hardware and software function as a closed system. No security gaps were de-

tected by the tester during testing. The tester was unable to find any obvious saved, 

unencrypted raw data during the test period.” 

 

 

 

9. About signotec 

 

signotec was founded in 2000 and is the market and technology leader in the area of 

electronic signatures using pen pads and tablet PCs. The products from signotec allow 

not only handwritten as well as digital signing, but also enable users to optimise their 

business processes, avoid media conversions, authenticate people and create legally 

binding documents. 

 

Electronic documents signed in this manner can be checked at any time, anywhere and 

by anyone without incurring any technical costs. Solutions from signotec keep the re-

cording of signatures as simple and secure as ever. Signatures are recorded directly in 

the electronic document. This eliminates the cost-intensive media conversions that 

arise when using paper. The electronic documents are protected by the digital signa-

ture and can therefore be verified as genuine. 

 

signotec’s clients include German and international industry customers, retail chains 

and companies, financial services providers, numerous savings banks and credit un-

ions in Germany, as well as insurance companies and brokers. signotec solu-

tions GmbH was founded in January 2010 against a backdrop of steadily growing in-

ternational demand. The subsidiary is based in Spielfeld (near Graz) in Austria and 

supports customers in Southern and Eastern Europe. 
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